HIPAA BUSINESS ASSOCIATES — BE AWARE
OF CONTRACTING RESPONSIBILITIES AND
WARY OF RISKS
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he HIPAA Privacy Rule requires

physicians who are HIPAA covered

entities to assure through contract the
cooperation of their business associates in
meeting the physician’s use and disclosure
obligations under the rule. In doing so, medical
practices must pay close attention to contract
language to meet their HIPAA responsibilities
while avoiding unintended legal liability for
contract violations of their business associates.

The business associates rule - its basics. A
physician who is a HIPAA covered entity may
disclose protected health information (PHI) to
a business associate and may allow a business
associate to create or receive PHI on its behalf if
the physician obtains satisfactory assurance that
the business associate will appropriately
safeguard the PHI. "Satisfactory assurance”
must be documented in a written contract with
the business associate and must satisfy the
requirements of the Privacy Rule.

HIPAA regulates the relationship that
physicians have with their business associates;
HIPAA does not regulate the business associare.
Investigations by the Office of Civil Rights
(OCR) will focus on physician compliance with
the Privacy Rule.

Who is a business associate? The Privacy
Rule includes as business associates those
persons who on behalf of a physician assist in
the performance of: 1) functions or activities
involving use or disclosure of PHI, including
claims processing, data analysis, utilization
review/quality assurance, billing, benefit
management or any other function regulated
under HIPAA or 2) support services such as
legal, actuarial, accounting, consulting, darta
aggregation, management, accreditation, and
financial services involving the disclosure of

PHI.

Members of a physician's workforce
(employees, volunteers, and others under the
direct control of the physician) are not business
associates nor are those persons who perform
functions for the physician's practice as part of
an organized health care arrangement (OCRA).
Caveat: Volunteers who work off-site and who
use PHI to perform their functions are
considered business associates.

Disclosure by a covered entity to a health
care provider for treatment purposes does not
give rise to a business associate relationship nor
does disclosure of PHI by a physician to a
health plan for payment purposes. Physicians
are not required to enter into business associate
contracts with hospirtals where they have clinical
privileges.

Do I need a business associate contract
with a person that performs services for me
that ordinarily do not call for use or
disclosure of PHI? No. Fven in cases of
incidental disclosure of PHI (i.e., janitorial
services, electrician, repairmen), a business
associate contract is not required so long as the
incidental use/disclosure is limited in nature,
occurs as a byproduct of duties being
performed, and could not be reasonably
prevented. Similarly, entities that act merely as
conduits for PHI (i.e., post office, private
couriers/electronic equivalents) are not business
associates; a conduit transports PHI but does
not access it other than on a random basis as
necessary to carry out its functions.

The business associates rule - its timing. The
Privacy Rule has a "transition period," giving
physicians more time to amend EXISTING
contracts. A contract is "existing" if in writing
prior to October 14, 2002 and not amended or
renewed by the parties prior to the Privacy
Rule's compliance date of April 14, 2003.
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